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SYSTEM FOR SOFTWARE SOURCE CODE
COMPARISON

[0001] This application claims the benefit of U.S. Provi-
sional Patent Application No. 60/502,098, filed on Sep. 11,
2003, which is hereby incorporated by reference for all
purposes as if fully set forth herein.

BACKGROUND OF THE INVENTION
[0002] 1. Field of the Invention

[0003] The present invention relates to data object com-
parison and analysis, and in particular to software for
comparing two or more data objects to determine the extent
of any similarities between them.

[0004] 2. Discussion of the Related Art

[0005] Companies increasingly rely on software to pro-
vide not only products for consumers or their institutions,
but also to manage their day-to-day operations. Software
code has therefore become a valuable intellectual property
(IP) asset.

[0006] The ever-increasing complexity of computer soft-
ware programs as well as tight development schedules force
programmers to become more efficient. One way for pro-
grammers to meet these challenges is by reusing source code
and adapting it to new applications rather than writing the
source code from scratch.

[0007] To this end, open source software has become
increasingly popular. Open source software is software
source code that is publicly available and freely download-
able from the Internet. Thus, open source software code is a
convenient resource for programmers looking to cut devel-
opment time by downloading it and merging it with their
proprietary application. In addition, the growth of the open
source software movement may also motivate computer
programmers to donate or contribute software to the open
source movement that they have written but that is owned by
their employer. The problem is that most open source
software, while freely available for downloading is not in the
public domain.

[0008] In particular, open source software is not unre-
stricted—to the contrary it is often subject to licenses that
restrict not only the open source software code itself but any
modification thereof and any software that incorporates it as
well. Typically, these open source licenses may require that
the source code of any proprietary system using some open
source software code be publicly disclosed. In other words,
a programmer who uses open source code in a proprietary
application may unintentionally subject that proprietary
application to the constraints and restrictions of an open
source license. This may have devastating affects on the
ability of the company to protect software IP or pursue
further intellectual property protection for their software.

[0009] In addition, open source software has another
inherent risk—it is unknown to what extent open source
software incorporates proprietary technology owned by oth-
ers. Thus, even if open source software is free of any
licensing restriction, such as open source software that is in
fact committed to the public domain, the possibility remains
that the software may infringe another’s patents or property
rights. A programmer who incorporates this open source
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code into their proprietary application may unintentionally
subject his employer to unforeseen consequences such as
infringement litigation.

[0010] Furthermore, the rapid growth of the software
industry has driven many programmers and software engi-
neers to change employers regularly and often. There is a
problem that as these workers move between jobs, they may
be taking proprietary source code that they wrote for a
previous employer with them to their new employment.
Programmers may not be aware or may not be sensitive to
these concerns, and risk an inadvertent technology transfer
or intellectual property transfer.

[0011] In addition, as companies increasingly rely on
overseas or offshore development firms for software pro-
gramming, there is a concern that the overseas development
company may be reusing source code that it wrote for one
client (who has rights to that software) for projects it works
on with other clients.

[0012] The problem is not limited to computer source
code. In addition to source code, design documents and
technical specifications may be indicative of patent infringe-
ment or may be used to invalidate patents. But due to the
relative ambiguity of terms of art in the software and
business methods fields as well as the non-technical nature
of language that is often used in patents, it is very difficult
to assess IP risks properly and efficiently.

[0013] These IP risks are more serious given the tight
regulatory environment in which companies operate. Cor-
porate regulations, such as those collectively known as
“Sarbanes-Oxley”, require that firms monitor their intellec-
tual property assets as well as the financial risks to their
business perform regular IP and risk audits, and report the
same to their shareholders, regulators, and the public.

[0014] But given that programmers often modify source
code slightly when reusing it, it becomes difficult to perform
IP software risk audits using redline or other character-based
comparison methods. Thus, what is needed in the art is a
multi-dimensional approach to comparing two or more
corpuses, such as source code, documents, file objects,
collections of data or file objects, or databases, that is able
to determine the extent to which one corpus resembles
another even when the particular structure or content of the
two corpuses vary.

SUMMARY OF THE INVENTION

[0015] Accordingly, the present invention is directed to a
system for software source code comparison that substan-
tially obviates one or more of the problems due to limitations
and disadvantages of the related art.

[0016] An advantage of the present invention is to provide
a system for comparing two corpuses to determine how they
resemble one another.

[0017] Another advantage of the present invention is to
provide a system, software, and methods for analyzing at
least two corpuses and determining concepts contained in
each and further determining the extent to which the cor-
puses contain concepts in common.

[0018] Additional features and advantages of the inven-
tion will be set forth in the description which follows, and
in part will be apparent from the description, or may be
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learned by practice of the invention. The objectives and
other advantages of the invention will be realized and
attained by the structure particularly pointed out in the
written description and claims hereof as well as the
appended drawings.

[0019] To achieve these and other advantages and in
accordance with the purpose of the present invention, as
embodied and broadly described, a system for comparing at
least a first corpus to a second corpus includes a profiler that
characterizes each of said first corpus and second corpus; an
encryption engine respectively encrypting the first corpus
and the second corpus using a one-way transform; an
analyzer identifying concepts in the transformed corpuses,
said analyzer determining a frequency rating of said con-
cepts in each corpus, replacing each instance of each of said
concepts on every line with its respective frequency rating to
create a frequency file; and a comparator comparing the
frequency file for the first corpus to the frequency file for the
second corpus.

[0020] In another aspect of the present invention, a system
for searching a corpus of data objects includes: receiving a
list of concepts; relating at least one of said concepts to at
least one search term; searching each of said data objects for
each of said terms; and determining the correlation of at least
one concept and at least a second concept in said corpus of
data objects based on the presence of search terms relating
to said first and search terms relating to said second concept
in the same data object.

[0021] Tt is to be understood that both the foregoing
general description and the following detailed description
are exemplary and explanatory and are intended to provide
further explanation of the invention as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] The accompanying drawings, which are included
to provide a further understanding of the invention and are
incorporated in and constitute a part of this specification,
illustrate embodiments of the invention and together with
the description serve to explain the principles of the inven-
tion.

[0023]

[0024] FIG. 1 is a diagram illustrating an aspect of a first
exemplary embodiment of the present invention.

In the drawings:

[0025] FIG. 2A is a process diagram illustrating the
system of the present invention according to a first exem-
plary embodiment.

[0026] FIG. 2B is a process diagram illustrating profiling
according to a first exemplary embodiment of the present
invention.

[0027] FIG. 3A illustrates sample histograms according to
an aspect of a first exemplary embodiment of the present
invention.

[0028] FIG. 3B illustrates sample spectral extracts accord-
ing to an aspect of a first exemplary embodiment of the
present invention.

[0029] FIG. 4 illustrates a sample correlation matrix
according to an aspect of a first exemplary embodiment of
the present invention.
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[0030] FIG. 5 illustrates a further embodiment of the
present invention.

DETAILED DESCRIPTION OF THE
ILLUSTRATED EMBODIMENTS

[0031] Reference will now be made in detail to embodi-
ments of the present invention, examples of which are
illustrated in the accompanying drawings.

[0032] The system of the present invention models the
conditional probability that two (or more) corpuses have a
similar combination of characteristics. For example, the two
corpuses may be software source code bases composed of
source code files, structured or unstructured documents,
patents, or technical disclosures. The characteristics ana-
lyzed may be the structure and content of those code bases
and source code files, for example.

[0033] The system of the present invention analyzes and
compares the corpuses in such a way that they may be
preprocessed without affecting the comparison. In one
exemplary embodiment, the corpus is transformed using any
one of a number of one-way transforms understood to those
of ordinary skill in the art, allowing the system of the present
invention to protect the proprietary, secure, confidential, or
privileged nature of the corpus and still allow it to be
compared against another corpus. In the alternative, propri-
etary one-way encryption transforms may be used.

[0034] For example, the present invention allows an
owner of proprietary code to submit their code to a website
which compares the code against a database of open source
code bases. The database of open source code bases may be
an open source UNIX or Linux distribution, for example. In
this capacity, the system of the present invention would be
used for auditing proprietary code to determine if it con-
tained open source software, or if a particular open source
software release contained proprietary software. This audit
could be scheduled to run on a periodic basis automatically.

[0035] In another aspect, the database of open source code
bases may contain a number popular open source applica-
tions of a certain type, such as image manipulation or audio
processing applications that may be protected by trade
secrets or patents. In this aspect, the input file may be patent
claims or design specifications containing concepts that are
compared against the concepts in the source code in the
database. Thus, while the structure of the two corpuses is
different (patent claims on the one hand and source code on
the other) it is still possible according to the system of the
present invention to determine whether they share concepts
in common.

[0036] In these aspects of the invention, the need to keep
the proprietary corpus confidential is paramount. Thus,
providing a one-way transform of the proprietary corpus,
using some form of or combination of natural language
processing, machine learning, and data encryption, mini-
mizes the risk of inadvertent disclosure of proprietary infor-
mation. It is necessary that the transform be one way (i.c.
irreversible) to protect the confidentiality of the corpus
against the risk that the system on which the comparison is
run is compromised in some way, or that the corpus is
intercept en route.

[0037] As noted earlier, the system is not limited to
comparing source code. The system may be adapted to
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compare compiled object code as well, which is important in
case of reverse engineering or infringement of copyrights to
software. Furthermore, the system may be adapted to cor-
puses other than computer code.

[0038] For example, in another exemplary embodiment,
the system of the present invention may take search phrases
for comparison against a target corpus of patents, or patent
claims for use in a patent search. As discussed earlier, the
system parses the search terms for concepts based on natural
language processing methods, and assigns raw power values
based on the frequency of the concept in the target corpus.
In a further aspect, the system may analyze each file in the
target corpus (each patent in a patent database, for example),
and replace each instance of each concept in the specifica-
tions with that concept’s respective power. In addition, or in
the alternative, the concept may be replaced by its power in
the claims, in the case of an infringement analysis.

[0039] In a first exemplary embodiment the present inven-
tion allows one corpus to be compared against at least one
other corpus. As noted, a corpus may be any data object, file
object, collection of data or file objects or any type of
structured or unstructured data or documents. This includes
source code files including both instructions and comments,
object code, text documents, structure documents such as
spreadsheets, word processing files, HTML or XML docu-
ments, or databases or collections thereof.

[0040] In a first aspect of this invention, a first corpus (the
source corpus) is profiled and converted into a metadata file.
Likewise, the second, or target, corpus is profiled and
converted into a target metadata file. In this particular aspect,
the profiling process includes encrypting or otherwise trans-
forming the corpus using a one-way transform, and then
characterizing the transformed corpus before converting it
into a metadata file.

[0041] FIG.2A is a block diagram generally illustrating a
system for comparing two corpuses according to the present
invention. Proprietary intellectual property is taken at step
20 as input and transformed at step 22 using natural lan-
guage processing, machine intelligence, and encryption. At
step 24, the transformed proprietary property is character-
ized as discussed herein and compared at step 26 with one
or more other characterized corpuses in the characterization
database 28. The profiling tool may perform multi-source
characterizing and a one-way transform. By making the
transform a one-way transform the system will protect the
proprietary nature of the source code. If the source code
could be reverse engineered from the metadata file, very few
companies with proprietary source code would want to use
the system for fear of disclosing their source code to others.
By making it a one-way transform, they may be comfortable
that their confidential information and source code will be
kept confidential.

[0042] Software source code B is taken as input at step 21
by a profiling block 23 which performs profiling on the
source code to produce a metadata file B at step 25. The
metadata files are then compared to one another at step 26
and a report is generated at step 27. The report will reflect
how closely the two pieces of software resembled one
another.

[0043] More particularly, the process of profiling the cor-
pus involves a multi-source characterization of that corpus
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along with a one-way transform assigned to preserve the
confidentiality, secrecy and integrity of that original code
document. Because the corpus may contain trade secrets or
other proprietary intellectual property information, it may be
necessary to use cryptographic methods to convert that
corpus, which is readable by anyone, into a form that is only
readable and useful by the system of the present invention
and such that the conversion may not be reversed. This
protects against the risk that the original corpus may be
reverse engineered from the transformed corpus.

[0044] After the two corpuses are profiled and converted
into respective source and target metadata files, then the two
metadata files are compared to determine how closely they
resemble each other. The details of the multi-source char-
acterization and the comparison will be discussed below.

[0045] In further aspect of the first exemplary embodi-
ment, the corpus is characterized by a structure and content.
In other words, any data object or file object will contain
some inherent structure that organizes the content stored
within it. Thus, it is possible for two corpuses such as source
code files, for example, to have both similar structure and
content, different structure and content, similar structure
with different content, or different structure with similar
content. A two-by-two matrix showing the possible sce-
narios is illustrated in FIG. 1.

[0046] FIG. 1 illustrates the possible relationships
between two corpuses. The system of the present invention
can perform a number of different analyses on two corpuses
to determine whether they resemble one another. For
example, to determine whether the two corpuses share
content and structure as noted in quadrant 101, ordinary text
comparison programs such as redline applications or text
comparison commands, such as the grep, diff or comm
commands found in the UNIX operating system, may be
used. This will reveal whether or not sections of the corpus
are identical in structure and content.

[0047] However, a content analysis as noted in quadrant
102 can also be done to determine whether the content of
two corpuses is similar even though their structure may
differ. The content analysis may use rare word searches to
accomplish this function. In the embodiment discussed
carlier with respect to source code files and computer
programming, while computer programming languages
have certain reserved words that are likely to be found in any
source code file written in that language, it is not likely that
variable names, function names, procedure names or com-
ments will be shared across source code files unless they
were written by the same person or unless one was written
with the knowledge of the other. Thus, the variable name,
function name, procedure name or comment could be the
rare word that is searched for in both corpuses. If the rare
word is found in both, then it is likely that portions of source
code were copied but simply altered in their structural
position in the document. For example, if one code file uses
an “if-then” statement and another corpus uses a “case”
statement, but the variables are the same in the two code
files, then the resemblance will be detected by the content
analysis using rare word searches. This may reveal that the
second corpus code file was written with the in the presence
of or with the knowledge of first corpus, that the second
corpus was written by someone who also wrote the first
corpus, or that the second corpus is simply a rewrite of the
first corpus.
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[0048] Furthermore, and as illustrated in FIG. 1 at quad-
rant 103, while two corpuses may have the same structure,
they may have different content. In this case, the system of
the present invention may perform a spectral or histogram
analysis to determine whether certain concepts are found in
both documents despite being identified by different terms in
the source code file. Thus, in the case of source code,
structure could be an “if-then” statement used in both code
files. However, if the two code files different variable names
within this same structure, the resemblance will not be
detected either by a strict textual analysis or content analysis
using rare word searches. However, the spectral analysis 103
will detect the presence of similar structure where the rare
words, in this case the variable names, are different.

[0049] Finally, there may be instances that fall into the
fourth quadrant 104 of FIG. 1, where both the structure of
the document and the content of the document are different.
This is where it is necessary to provide human IP or
intellectual property thread analysis. In other words, human
readable documents such as manuals, read-me files, message
board postings, news group postings, chat transcripts,
resumes, press releases, journal articles, and marketing
materials or the like are reviewed to determine whether
people involved in creating the first corpus were at a
different time with working with the company that wrote the
second corpus. In the alternative, such documentary analysis
may reveal that authors of the first and second corpus knew
each other, were familiar with one another, or those working
or somehow came in contact with each other.

[0050] The spectral analysis will now be discussed in
detail. In an aspect of the first exemplary embodiment, the
corpuses being compared are source code. To characterize
source code according to the present invention, each file in
the code base is processed as illustrated in FIG. 2B. The
processing involves stripping away any comments, white
spaces or programming language-specific characters, such
as the asterisk, the ampersand, semicolon, comma, for
example, in step 202. It is understood by one of ordinary
skill in the art that a different type of corpus such as a text
document, XML document or HTML document will have
different characters that are specific delimiters in that type of
corpus.

[0051] After this information has been removed, at step
204, concept information is gathered from the source code
files in the code base corpus. Concept information is gath-
ered by first producing a raw concept file at step 206 which
retains the line structure and that records the concepts in
those lines in a dictionary file. Next, the raw power of each
concept is determined at step 208. The raw power is the
number of times that the concept is used in the entire code
base.

[0052] After the raw power of each concept in the code
base is determined, a raw concept frequency file for each
source file in the code base is produced at step 210. This raw
concept frequency file records the concepts on each line of
the file by replacing the concepts on the line with their
respective raw power values. After step 210, the system of
the present invention according to this particular exemplary
embodiment assigns a frequency or power number to every
term used in the code file at step 212.

[0053] Thus, for each line in the file each concept is
translated into the power of that concept from the corpus
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dictionary that was created earlier. For example, a line
containing a number of different concepts would be replaced
by a sequance such as 2363:12:300:41, for example, in
which the numbers are the power numbers of the concepts
and the colons are delimiters used to separate different
concepts on the same line.

[0054] After this stage, spectral summary charts may be
created as illustrated in FIG. 3A. The spectral summary
chart reports on the similarities between the two code files
A and B by providing graphs 301 and 302 of the histograms
or spectrum of each of code files A and B, respectively,
based the name of the file, the number of files and number
of lines in the file, the number of distinct concepts used in
the file and the total power of the lines in the file. This can
then be plotted and displayed in an ordinary bar chart format
as illustrated in FIG. 3 in which the horizontal axis is the
line number of the file and the vertical axis is the total
aggregate power of that line from the concept dictionary. By
looking at the or spectral charts of the two files being
compared, one can see immediately whether or not the files
contain similar concepts because each line in each file will
be replaced by a bar on which the concept values in that line
are plotted. The similarities between the two files become
obvious.

[0055] Furthermore, as illustrated in FIG. 3B, a spectral
extract can be obtained in which portions of a histogram
from one file can be compared against the histogram of the
other file to see if there are sections of the histograms that
match exactly. This can be used to determine whether or not
entire sections of source code were duplicated in concept if
not in precise exact character matching. In other words,
because source code that accomplishes the exact same thing
can be written in different ways, it is necessary to determine
to what extent the source code is written using the same
variable names, the same functions and the same order or
using the same programming styles which under ordinary
circumstances would differ significantly from one program-
mer to another. Thus, if sections of the code display similar
identical concepts, it is very likely that source code has been
duplicated and only modified slightly.

[0056] In a further embodiment of the present invention,
the content analysis and spectral analysis may be further
extended to analyze patents and patent claims for invalidity
or infringement purposes. In other words, while an intellec-
tual property document such as a patent or a design speci-
fication may include terms used to convey a concept, it is
understood that there are other terms that may be used as
synonyms for that same concept. This is particularly the case
in software and business method patents where there are few
industry standard terms of art, or in which the terms of art
have ambiguous meanings and are used loosely by those in
the art.

[0057] Thus, the system for the present invention may
have at its disposal a corpus dictionary that is either pre-
defined for a specific field of knowledge in which the corpus
(the patent, in this example) resides or it may have a
dictionary that is constructed ad hoc as part of the analytical
process using the first and second corpus to produce the
corpus dictionary of key concepts.

[0058] In addition, the concepts may be used to determine
the extent to which concepts are highly correlated in a
corpus. Consider an example in which the correlation of a
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number of biomedical concepts in patents is sought. In this
example, ten concepts 400, “neuromodulation”, “brain
imag™*”, “cord stimulat*”, “nerve stimulat*”, “vivo magnetic
resonance”, “Interventional Magnetic Resonance or Inter-
ventional MR”, “brain stimulat*”, “intralaminar nucle*”,
“sympathetic or parasympathetic”, and “corpus callosum”,
are entered into system of the present invention. (The *
denotes a wildcard operator). The system, using natural
language processing methods understood in the art, searches
a set of patents or all patents for instances of the concepts
(using terms from the concept dictionary synonymous with
the concept). The system returns a grid such as that illus-
trated in FIG. 4, with the concepts 401 listed vertically along
the left side and the correlated concepts 402 listed along the
top. The number of patents 403 found containing each
concept is returned and displayed along with the concept
401 at the left. Then the system correlates each concept with
each of the other concepts and displays as a percentage 404
of the total patents 403 found containing the first concept
alone the number of patents containing both search terms
together. If implemented as a hypertext document or world-
wide-web page, the percentage 404 can be selected to reveal
the list of the patents having the respective concepts.

[0059] This embodiment is not limited to a two dimen-
sional grid. In alternative aspects of this embodiment, a
multidimensional array N1xN2x . . . xNi returns the corre-
lation of any of concepts 1 though i with any number greater
than or equal to two of the other concepts 1 though i.
Conceptually, a 10x10x10 cube would store the correlations
of three of the ten concepts listed above. It will be under-
stood to those of skill in the art at the time of the invention
that the system of the present invention may be implemented
in any number of ways.

[0060] For example and as illustrated in FIG. 5, the
present invention may be implemented as a site on the
internet which aggregates publicly available documents on
the internet, such as source code or patents, onto databases
residing on its own system which are used for the compari-
son. In another example, the present invention may periodi-
cally access open source code bases or patent databases
across the internet and compare them against proprietary
code that is stored on its databases and servers to provide
periodic IP monitoring and auditing.

[0061] It will be apparent to those skilled in the art that
various modifications and variation can be made in the
present invention without departing from the spirit or scope
of the invention. Thus, it is intended that the present inven-
tion cover the modifications and variations of this invention
provided they come within the scope of the appended claims
and their equivalents.
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What is claimed is:

1. A system for comparing at least a first corpus to a
second corpus, comprising:

a profiler that characterizes each of said first corpus and
second corpus;

an encryption engine respectively encrypting the first
corpus and the second corpus using a one-way trans-
form;

an analyzer identifying concepts in the transformed cor-
puses, said analyzer determining a frequency rating of
said concepts in each corpus;

for each corpus, replacing each instance of each of said
concepts on every line with its respective frequency
rating to create a frequency file; and

a comparator correlating the frequency file for the first

corpus to the frequency file for the second corpus.

2. The system of claim 1, wherein said profiler, encryption
engine, analyzer, and comparator are computer programs
running on at least one general purpose computer.

3. A system for searching a corpus of data objects,
comprising:

receiving a list of concepts;

relating at least one of said concepts to at least one search
term;

searching each of said data objects for each of said terms;
and

determining the correlation of at least one concept and at
least a second concept in said corpus of data objects
based on the presence of search terms relating to said
first and search terms relating to said second concept in
the same data object.

4. The system of claim 3, wherein said corpus of data
objects is a database of documents.

5. The system of claim 4, wherein said receiving a list of
concepts comprises a computer program receiving a list of
concepts posted from an internet web page.

6. The system of claim 3, said determining the correlation
further comprises separately determining the correlation of
each concept with each other concept.

7. The system of claim 3, said determining the correlation
further comprises determining the correlation of each con-
cept with three or more other concepts.



